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This policy applies to the whole school, including EYFS

Person responsible: Rob Ryan

Contact details of person responsible: r.ryan@bla.gdst.net
Identified Governor: N/A

Reviewed by and frequency: Annually RR

Date of last review: August 24
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This policy should be read in conjunction with:

e  GDST Privacy notice
e GDST Information Security Policy

e GDST Two Golden Principles for the safe handling of sensitive personal information (data)

e GDST Asset Management and Data Sanitisation Policy

LEGAL REFERENCES:

This policy operates within a wider national and local policy framework, which includes:

e GDPR (May 2018)



AIM:

To provide our students with a first-class education we collect and use the personal information of staff, pupils, parents
and other individuals, who are referred to within this policy as ‘data subjects’. The aim of this policy is to protect the
fundamental rights and freedoms of these data subjects

PROCEDURE:

The Data Protection Act 2018 controls how personal information is used by organisations and is the UK’s implementation
of the General Data Protection Regulation (GDPR). All staff involved with the collection, processing and disclosure of
personal information are individually responsible for adhering to data protection legislation, together with the
procedures outlined in this policy.

DEFINITION OF ‘PERSONAL DATA”:

‘Personal data’ means any information relating to an identified or identifiable natural person (‘data subject’); an
identifiable natural person is someone who can be identified, directly or indirectly, in particular by reference to an
identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific
to the physical, physiological, genetic, mental, economic, cultural or social identity of that individual;

DATA PROTECTION PRINCIPLES:

All staff using personal data must make sure the information is:

e used fairly, lawfully and transparently
e used for specified, explicit purposes
e used in a way that is adequate, relevant and limited to only what is necessary
e accurate and, where necessary, up-to-date
e kept for no longer than is necessary
e handled in a way that ensures appropriate security, including protection against unlawful or unauthorised
processing, access, loss, destruction or damage.
SPECIAL CATEGORIES OF DATA:

There is stronger legal protection for more sensitive information, such as:

® race
e ethnic background

e political opinions

e religious beliefs

e trade union membership

e genetics

e biometrics (where used for identification)
e health

e sex life or orientation

DATA SUBJECT RIGHTS:

Under the Data Protection Act 2018, data subjects have the right to find out what information organisations store,
collect and process about them. This includes the right to:

. be informed about how their data is being used

. access their personal data

. have incorrect data updated

. have data erased

. stop or restrict the processing of their data

. data portability (allowing you to get and reuse your data for different services)
. object to how their data is processed in certain circumstances.



DATA PROTECTION OFFICER:

The role of DPO is defined by law, and GDPR states that; 'Data subjects may contact the data protection officer with
regard to all issues related to processing of their personal data and to the exercise of their rights under this
Regulation. The Data Protection officer at GDST is contactable at: dpo@wes.gdst.net. His role is to:

e inform and advise the data controller at GDST and the employees who carry out processing of their
obligations

e monitor compliance with the Regulation, including assigning of responsibilities, raising awareness and staff
training

e provide advice where requested as regards the data protection impact assessment

e cooperate and act as the contact point for the Information Commissioner’s Office (ICO)

INDEPENDENT REGULATORY BODY:

The Information Commissioner’s Office (ICO) is the UK’s independent authority set up to uphold information rights in
the public interest, promoting openness by public bodies and data privacy for individuals. Further information about
the ICO can be found via this link: https://ico.org.uk/

PROCEDURES:

Information access (also referred to as Subject Access Request - SAR)
Data subjects have rights to access to personal information held or processed by Blackheath high School or GDST.
The following phases of a Subject Access Request (SAR) are summarised below and explained in detail below.

Important: If staff receive a SAR please advise the GDST Data Protection Officer (DPO) via dpo@wes.gdst.net or speak
to the Trust office Legal Team immediately.

1.
Clarifying the request

The member of staff receiving the SAR should clarify the nature of the information being sought, and (where relevant)
the location of the material.

2.

Discovery phase

The DPO will discuss the SAR with the School to identify what information is relevant to the request.
3.

Review phase

The DPO will assign data discovery tasks to appropriate members of staff, together with a timescale for completing
these.

4.
Disclosure phase

The Legal team at Trust office will be responsible for the review, redaction and disclosure of information relevant to
the SAR (this responsibility may be shared with schools in straightforward cases).

Data subjects are entitled to be;

e told whether any personal data is being processed;

e given a description of the personal data, the reasons it is being processed, and whether it will be given to any
other organisations or people;

e given a copy of the personal data; and
e given details of the source of the data (where this is available)



Information must be provided without delay, and ordinarily within 30 days of the request being made, although this
may be extended where the request is complex or numerous. If this is the case the individual must be advised within 30
days and an explanation provided.

No charge will be made by GDST or the school for the provision of information unless the request is manifestly
unfounded or excessive, in which case a ‘reasonable fee’ may be charged (or in the case of a particularly manifestly
unfounded, excessive or repetitive request the request for information may be refused).

SARs can be made to any member of an organisation, and in any written medium (including social media). It is therefore
essential that any member of staff that receives a request for information informs the DPO at the earliest opportunity
via dpo@wes.gdst.net.

GDPR includes a right for individuals to have inaccurate personal data rectified or completed if it is incomplete. An
individual can make a request for rectification verbally or in writing.

Where information is found to be inaccurate or incomplete we will seek to rectify this without delay and ordinarily
within one month. This may be extended to two months where the rectification is complex.

Where inaccurate information has been shared with others, we will endeavour to contact every recipient to advise
them of the rectification.

Where we do not take action in response to a request for rectification, we will explain why to the individual, and inform
them of their right to complain to the supervisory authority and to a judicial remedy.

Data breach

A ‘personal data breach’ is a breach of security leading to the accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed.

This procedure provides a summary of immediate actions to be taken in the event of a personal data breach however
it is not designed as a comprehensive guide. For further advice and guidance the DPO should be consulted.

Important: If you suspect a data breach has occurred please contact the GDST Data Protection Officer (DPO) via
dpo@wes.gdst.net or speak to the Trust office Legal Team immediately.

1. React

e Take any immediate steps you can to minimise the data breach, for example;

e recall an unopened e-mail sent to the wrong GDST address,

e contact the Trust Office ITS team to delete opened e-mails from a GDST mailbox

e contact the Trust Office ITS team to remotely wipe GDST content from a lost mobile phone
e contact the ITS team to change passwords or lock accounts

2. Notify

Contact the GDST Data Protection Officer (DPO) or speak to the Trust office Legal Team immediately. The DPO must
notify the Information Commissioner’s Office (ICO) within 72hrs (or explain any delay in notification). Staff should not
contact the ICO directly.

3. Inform

It may be necessary to inform individuals affected by the data breach. The DPO will give advice on whether this is
necessary.

4. Protect

Identify any remedial action necessary to prevent this happening again. Communicate this with the DPO so that learning
can be shared across the GDST.

Data Minimisation

Data processed must be limited to what is necessary for the purpose for which it is processed. Staff should consult with
the DPO before creating User Defined Fields in any application that will collect special categories of personal data



Retention of personal information

Data must not be kept in a form which permits identification of data subjects for no longer than is necessary for the
purposes for which the personal data are processed. Further information on our retention schedules can be found at
the end of this policy.

Legal basis for processing personal information

We use a number of different legal bases for processing personal information and further information on this is provided
in the GDST privacy notice

Where no other legal basis exists for processing an individual’s personal data we will seek their consent. Any request
for consent must be presented in a way that is clearly distinguishable from other matters, in an intelligible and easily
accessible form, using clear and plain language

An individual has the right to withdraw his or her consent at any time, and it must be as easy to withdraw consent as to
give it in the first place.

Children and data protection

Children must be afforded particular protection when their personal information is being processed as they may be less
aware of the risks involved.

Children have the same rights as adults over their personal data. These include the rights to access their personal data;
request rectification; object to processing; and have their personal data erased.

Where we rely on consent to process a child’s personal data we must ensure the child understands what they are
consenting to. When seeking consent we must recognise that there may be a perceived imbalance of power between
the person requesting the consent and the child and we must ensure any imbalance is not exploited, even if this is
unintended. To ensure students’ rights are protected, ordinarily;

e In our Junior school we will seek a parents’ consent to process a student’s personal data.

e In our Senior Schools we will seek both the student and parents’ consent to process a student’s personal data
and may not treat this as true consent unless both agree.

e In our Sixth Forms, we will seek our students' consent to process their personal data.

The ICO provides further information on protecting the rights of children which may be found via this link:
https://ico.org.uk/media/for-organisations/ guide-to-the-general-data-protection-regulation-gdpr/children-and-
the-gdpr-1-0.pdf . Further advice may also be sought from the legal department or Data Protection Officer at Trust
Office.

Security of personal information.

The GDST Information Security policy deals with the confidentiality, integrity and availability of personal information
and this policy may be found on the GDST Hub in the GDPR section.

Safe storage and safe sharing of personal information

Further information on the GDST ‘golden principles’ for the safe storage and safe sharing of personal information can
be found on the GDST Hub.

Clear desks

All staff are required to ensure that all confidential or restricted information in hardcopy or electronic form is kept
secure, in particular;

Computer workstations must be ‘locked” when a workspace is unsupervised.

Any Confidential or Restricted information must be removed from desks and locked in a drawer or filing cabinet when
the desk is unoccupied and at the end of the workday.

Filing cabinets containing Restricted or Sensitive information must be kept closed and locked when not in use or when
not supervised.

Contracts with data processors



Whenever an arrangement is entered into with a data processor who will have responsibility for holding and/or
processing GDST data, including personal data, a formal contract containing appropriate safeguards must be drawn up
with that data processor that meets the standards outlined in Article 28 of GDPR

Retention of personal information by staff on GDST systems.

All staff are provided with a GDST Google and Microsoft Office 365 account, together with a GDST email account for
use with, and storage of, information relating to GDST business.

Staff should not transfer digital content containing the personal information of students or parents, or work-related
content containing the personal information of staff out of the GDST network, GDST approved third party applications,
Google or Office 365 environment.

A ‘digital first’ culture is promoted within the GDST, and staff should not print paper records unless this is necessary.

The GDST retains the intellectual property rights (IP) of all material produced by GDST employees’ during the course of
their employment, and this material may not be retained or used for other purposes by individuals beyond their period
of employment without the written permission of a line manager.

Asset management and data sanitisation

Further information concerning the GDST Asset Management and Data Sanitisation Policy can be found on the GDST
Hub.

Passwords

Passwords protect not only GDST systems, but the sensitive personal data of staff and pupils. It is therefore essential
that some basic password rules are followed.

e Never use the same passwords for GDST systems that you use at home
e Never share or allow somebody else to use your password

We recognise that the abundance of sites and services that require staff to use passwords and repeatedly change them
means staff have to follow almost impossible sets of rules and many people adopt workarounds or non-secure
alternatives that increase risk, such as for example changing a single end character (from “1” to “2”)

The requirement to regularly change passwords will no longer be mandatory within the GDST, however if you suspect
your account (or any account using the same password) has been compromised you must:

1. Change your password immediately

2. Contact a member of the ITS team (as it may be possible to disable or remotely wipe the sensitive personal
data from your devices).

3. You may record and securely store your password separately from the device that you use it on.

Previous password guidance advocated using a mixture of capital letters, numbers and non-alphabetic symbols in the
belief that this would be more difficult to guess, for example changing the password “spiderman” to SPID3Rm@n. The
substitution of letters with special characters is however a tactic well known to hackers and does little to deter an
attack.

Your password should therefore comprise a passphrase or 3 random words, for example a passphrase might be (use of
spaces increase security);

/ Love To Write Poetry

Alternatively choose 3 easy to remember words, but not words easily guessed from social media, so avoid family or pet
names, holiday destinations, sports teams, occupations and hobbies (you may like to create a picture in your mind);

MoonSaddleRain

Password rules for some third party applications may be outside of the control of this local Policy. Where there
applications apply different password rules they should be followed.
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Technical Controls

Administrator accounts have highly privileged access to systems and services. Compromise of these accounts is a threat
to the wider system, and therefore especially attractive to attackers.

Administrators must use different passwords for their administrative and non-administrative accounts. Administrator
privileges must not be given to standard users.

In addition to the Password Guidance for Users, administrators should use passwords of a minimum of 15 characters
with additional layers of complexity such as the use of special characters. The use of automated password generators
is highly recommended.

Passwords must never be stored as plain text. They should be stored in a hashed format, produced using a cryptographic
function capable of multiple iterations (such as SHA 256).

Files containing encrypted or hashed passwords must be protected from unauthorised system or user access.

All default passwords must be changed before deployment - regular checks should be made of system devices and
software, specifically to look for unchanged default passwords

Where available, blacklisting for common passwords, account lockout (after 10 unsuccessful attempts) or throttling
should be activated

Management of Schools or the GDST

Type of Data Description Retention Period*

Management of | All invoices and key account 6 years (from the event or conclusion of
the School or records, simple contracts and contract)

GDST lease hire, Parent contracts,

Financial assistance

information. Management
records, SLT minutes and reports
made by SLT, correspondence
created by staff with
management or administration
responsibilities.

Management of | Contracts by deed 12 years (from conclusion of contract)
the School or
GDST

School Registers | May be retained in electronic or |3 years*
paper format
Admission and attendance registers must
Registers must indicate whether | be retained for a minimum of 3 years, as
absences are authorised or not | required by law however It is good

and therefore absence slips need | practice to retain them for the duration of
not generally be a child’s attendance at school.

retained. However, if there
appear to be any problems with a | Registers provide important historical
student, any significant absence | material and may be retained indefinitely
letters (e.g. referring to pupil’s in the school archives for historical
problems/unhappiness) should | purposes. Where registers are kept on

be kept until the pupil is aged 25. | computer systems the law requires ‘back
ups’ to be retained. SIMS is a managed
service which includes ‘back ups’ so no
separate electronic copies of registers are
necessary.

Visitor Logs School office Visitor or transport |1 Year
registers




Student records

A distinction is drawn here between different types of student records. Basic information confirming admission at one
of our schools together with safeguarding files should be retained indefinitely, whereas key records concerning a
child’s education, welfare, behaviour and examination results should be retained until they are 25 years old.

TYPE OF DATA DESCRIPTION RETENTION PERIOD*
Unsuccessful Unsuccessful or withdrawn 1Year

Student candidates including entrance

Applications exam scripts

Coursework When no longer needed (see Determine at end of academic year

“Examination results”, below), the
school can return coursework to
the student, keep it or destroy it,
provided any exam board appeal
period has passed.

Student Includes information on Date of Birth +25 years
Educational academic monitoring, pastoral
Record care, Special Educational Needs

and Disability (SEND), Medical

records.
Examination Examination results together Date of Birth +25 years
results with coursework where

assessment of this provides
evidence of competency. If a
student appeals to the exam
board against her final grade, she
may also bring a claim against
the school for failure to educate.
In the event of a claim retain any
relevant student data when
complaints/remarks have been
made throughout a student’s
course.

Student Summary | Summary record showing period | Retain Indefinitely

Record of attendance and basic
information
Safeguarding Files | Any records indicating a Retain Indefinitely*

Safeguarding concern or Child
Protection Issue

Where a student leaves a GDST school
Heads must ensure their child protection
file is transferred to the new school as
soon as possible. This should be
transferred separately from any other
information, ensuring secure transit and
confirmation of receipt should be
obtained. GDST schools may need to
retain copies of the child protection
file.*




Employee records

TYPE OF DESCRIPTION RETENTION PERIOD*
DATA
Staff Written particulars of employment, period of While employment
Summary employment, absence, contracts of employment, and continues and up to six
Record changes to terms and conditions years after employment
ceases

Staff Includes completed application form and evidence of | End of employment + 6
Personnel all required pre-employment checks (including proof of | Years*
Records identity, DBS checks, references, Right to Work in the

UK, qualifications etc); employment contract; copies of

relevant signed employment and safeguarding policies

and procedures; appraisal and performance

management; training; occupational health

records; annual/maternity/paternity/parental/ special

leave/flexible working/academic leave; return to work

meetings following sickness; salary letters;

correspondence relating to employment. This list is not

exhaustive.

* Medical declaration and sensitive medical information

must be kept in a separate, confidential file accessible

only by the Head.

* Disciplinary records must be removed in accordance

with the time limits specified in the disciplinary

procedures

* DBS information must be kept in accordance with the

DBS Code of Practice
Unsuccessful | Unsuccessful applications for employment including 1Year
Staff application forms and related information (i.e. interview
Applications | notes, references, assessment data)
Health and | Incident or Accident records For students and
Safety children, Date of Birth

+25 years (unless
retention for longer is
necessary). For staff and
adults, 5 years (unless
retention for longer is
necessary)




